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& Check for Development Treasury Root Certificate (Vista/ Win7) Installation

To check if the Development Treasury Root Certificate is installed on your computer, complete
the following steps:

®Application Tip

Having the Development Treasury Root Certificate installed on your
computer is a potential security risk because this certificate will
automatically validate websites and applications that contain
Development Treasury digital signatures, including those that may not
be approved by the Treasury. To ensure the highest level of security on
your workstation, please check if the Development Treasury Root
Certificate is installed on your computer.

1. From the taskbar, click Start. In the Search programs and files test box enter CMD and
then press Enter on the keyboard to launch the Command Prompt.

Programs (1)
&% CMD

)~ See more results

ICMD > l | Shut down | » |

2. The Command Prompt appears. In the Command Prompt, type mmc and press Enter
on the keyboard.

@ Command Prompt
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@Application Tip

Click Yes if a User Account Control dialog box appears with a message
indicating that Windows needs your permission to continue.

@ User Account Contrel @

Do you want to allow the following program to make

/' changes to this computer?

@ Program name:  Microsoft Management Console
Verified publisher: Microsoft Windows

(%) Show details Yes

Change when these notifications appear

3. The Console 1 window appears. Click File and click Add/Remove Snap-in...

% Conszolel - [Console Root] — pp—

@Eﬁmﬁon View Favorites  Window Help

@ New Ctrl+N
= Open... Ctrl+0
Save Ctrl+5
Save As There are no it
.
Options...
1 certrgr.msc

2 gpedit.msc

3 devmgmt.msc

Exit
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4. The Add or Remove Snap-ins dialog box appears. Under the Available snap-ins section,
click the Certificates folder and click Add.

P — ===)

You can select snap-ns for this console: from those avalable on yeur computer and configure the selectsd set of snap-ns. For
extensible snap-ns, you can configure which extensions are enabled.

Available gnap-ns: Selected snap-ns:

Snap-n vendor - ~ Console Root Edit Extensions....
ok ontrol e

Microsoft Cor.
Micresoft Cor...

I

Microsoft Cor..
Micrasoft Cor...
. Miosoft Cor. —
= Device Manager Microsoft Cor... e | Lo
\=fDisk Management  Mirosoftand... -
3] Event Viewer Microsoft Cor...
“IFolder Microsoft Cor.
|=] Group Policy Object ... Microsoft Cor.
‘B IP Security Monitr  Mirosoft Cor...
B, 1P security Policy M...  Microsoft Cor...
2] Link to Web Address Microsoft Cor...

o Advanced.

Desaription:
The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer.

@Application Tip

If the Certificates folder is not immediately visible in the Available snap-ins
section, scroll down until you see the Certificates folder, click
Certificates, and then click Add.

5. The Certificates snap-in dialog box appears. Click the Computer account radio button
and then click Next.

Certificates snap-in &I

This snap4n will always manage certfficates for:

() My user account

(7 Service account

< Back Mext >

@Application Tip

If the Certificates snap-in dialog box does not appear, you are not logged
in using Windows administrator credentials. To have the Certificates
shap-in dialog box appear, locate your Windows administrator
credentials or contact your Windows administrator and complete steps 1
- 5.
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6. The Select Computer dialog box appears. Click the Local computer: (the computer
this console is running on) radio button and then click Finish.

Select Computer @

Select the computer you wart this snap+n to manage.

This snap-in will always manage:

omputer this console is running on)|

() Another computer: Browse...

[] Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console

<Back | Fish [N[ Cancel

7. Click OK to exit the Add or Remove Snap-ins dialog box.

Add or Remove Snap-ins. ==

You can select snap-ns for this console from those avadable on your computer and configure the selected set of snap-ns. For
extensble snap-ns, you can configure which extensions are enabled.

Avaiable snap-ins: Selected snap-ns:
Snap-n Vendor - 1 Console Root | EdtExtensons... |
*, ActiveX Contral Micrasoft Cor.... (3 Certificates (Local Computer) | -
T3 authorization Manager Microsoft Cor...
15 Certificates Microsoft Cor... |z

. Component Services  Microsoft Cor....
& Computer Managem... Microsoft Cor....

25 Device Manager Mcrosoft Cor, =
SfDiskMansgement  Mcrosoft and... [itzg]
[4] Event viewer Microsoft Cor....

Folder Microsoft Cor...

[ Group Policy Object ... Microsoft Cor..
8,17 security Monitor  Mirosoft Cor.
1P Security Polcy M...  Microsoft Cor...
“ Link to Web Address  Microsoft Cor... _ T T—
Descripton:

The Certificates snap-in allows you to browse the contents of the certificate stores for yourself, a service, or a computer

]Ce=
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8. The Console 1 dialog box appears. Ensure that Certificates (Local Computer) appears in
the left pane.

Consolel - [Conscle Root]

File Action View Favorites Window Help

«=|E =z BE

~ Console Root | MName

. _E}J Certificates (Local Computer)l .ﬁ}' Certificates (Local Computer)

@Application Tip

If you see the Certificates — Current User folder on the left pane, you are
not logged onto the workstation with Windows administrator credentials or
you did not follow the previous three steps correctly. Log out of your
computer, log in as a Windows administrator and complete steps 1 — 9.

9. Click + to expand the Certificates (Local Computer) folder on the left pane. Click + to
expand the Trusted Root Certification Authorities folder, and then click Certificates.

Consolel - [Consale Roof\Certificates (Local Computer)\Trusted Root Certification Auth

E Eile Action View Favorites Window Help

e 7B olcz BE

~ Console Root

— Issued Te
4 _ﬂjj Cert;ﬁ(ates (Local Computer) I ) AddTrust External CA Rost
- — — - _eJAmeri(a Online Root Certificati...
4 Trusted Root Certification Authoritied

S5l Certum CA
(5 Class 3 Public Primary Certificat..
(5 Class 3 Public Primary Certificat..

— Certificates

_| Enterpnse [rusi

| Intermediate Certification Authorities

" Trusted Publishers [ COMODO Certification Authority]
: Untrusted Certificates (=5 Copyright (c) 1997 Microsoft C...
“| Third-Party Root Certification Authorities Sl DigiCert Assured 1D Root CA
| Trusted People _nJDigiCert Global Root CA
_| Other People [ DigiCert High Assurance EV Ro...
| Smart Card Trusted Roots ol DST Root CA X3

5l Entrust.net Certification Author...
[ Entrust.net Secure Server Certifi...
(S Equifax Secure Certificate Auth...
[ Equifax Secure eBusiness CA-1
[ Equifax Secure Global eBusiness..
(5 GeoTrust Global CA

“lGenTruct Driman: Cartifirstinn

4|
Trusted Root Certification Authorities store contains 41 certificates.
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10. Search for the Development US Treasury Root CA certificate in the middle pane and
determine whether it exists in the list of certificates.

E Consolel - [Console Root\Certificates {Local Computer)\Trusted Root Certification Authorit
File Action View Faverites Window Help

e s alc=EE

| Console Root Issued To
4 ﬂﬂ Certificates (Local Comput:

- 5 AddTrust External CA Root
g ~ Personal Development US Treasury Root CA,
4 || Trusted Root Certificati
Igi_ert High Assurance GI

- Cedificates [lEntrust Root Certification Authority
» || Enterprise Trust
_g,JEntrust.nat Certification Authority (2048)
SRl Entrust.net Secure Server Certification ...

=

» [ Intermediate Certificatio

» [ Trusted Publishers

. [ Untrusted Certificates S5l Equifax Secure Certificate Authority

» [] Third-Party Root Certific SilFederal Common Policy CA
| Trusted People lFederal Common Policy CA

» [ OtherPeople
| Mchfee Trust

_ Remote Desktop
| Certificate Enrallment Re

| Smart Card Trusted Roof

1 SMs

| Trusted Devices

®Application Tip

If the certificate is not listed in the middle pane, you do not need to take any
additional actions. If the certificate is listed in the middle pane, you will need
to uninstall the Development Treasury Root Certificate. Refer to the
Uninstall the Development Treasury Root Certificate (Vista / Win7) PJA for
more details.
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& Uninstall the Development Treasury Root Certificate (Vista/ Win7)

To uninstall the Development Treasury Root Certificate, complete the following steps:

@Application Tip

Having the Development Treasury Root Certificate installed on your
computer is a potential security risk because this certificate will
automatically validate websites and applications that contain Development
Treasury digital signatures, including those that may not be approved by
the Treasury. To ensure the highest level of security on your workstation,
please uninstall the Development Treasury Root Certificate from your
computer.

1. Right-click Development US Treasury Root CA in the Console 1 dialog box and
click Delete.

Consolel - [Cansole Root\Certificates {Local Computer)Trusted Root Certification Authorities\Certificates]
& File ActionView.Favites Window.Help
esa@ald=HE
7| Conscle Root Issued To - Issued By Expiration Date  Intens ~ || Ad]
.G CE"P‘"“““‘(L“H‘ Computer) 5 Common Policy Common Policy 10/15/2027 serve| || €4
= TE“:":R it Certification Authorii —ﬂjcupyrlghl (<) 1997 Microsoft Corp. Copyright (c) 1997 Microsof ft Corp.  12/30/1999 Time
4 (7] Trusted Root Certification Authorities
g E= Development US Tressury Root CA Development US Treazury Root CA /15 PR
Enterprise Trust (55 Digicert Global Root CA DigiCert Global Root CA 1/
3 Intermediate Certification Authoriies (5] DigiCert High Assurance EVRoot CA  DigiCert High Assurance EV Root.. 119, All Tasks v
| Trusted Publishers [5/Entrust Root Certification Authority Entrust Root Certification Authority 11/
= Untrusted Certificates [ Entrust.net Certification Authority (2048) Entrust.net Certification Authority..  7/24, s
Third-Party Root Certification Authorities || s Entrust.net Secure Server Certification ...~ Entrust.net Secure Server Certifica..  5/25 Copy
Equifex Secure Certficate Authori Equifex Secure Certficate Authority  8/2 Bere
| Trusted People q q
> [] Other People Federal Commen Policy CA Federal Commen Policy CA 21
il P y y r—
roperties
McAfee Trust Federal Common Policy CA Federal Commeon Policy CA 121, =
| Yy Yy
“| Remote Desktop Help
| Certficate Envoliment Requests
“ Smart Card Trusted Roots
| Trusted Devices
7 i v
Trusted Root Certification Autherities store contains 11 certificates.

@Application Tip

The certificate deletion is successful if the certificate disappears from the
list.
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2. The following Certificates message appears. Click Yes to confirm deletion.

Certificates

1Y

Deleting system root certificates might prevent some Windows
components from working properly. The list of system critical root
certificates can be reviewed at
http://support.microsoft.com,/7id=293781. If Update Root Certificates is
installed, any deleted third-party root certificates will be restored
automatically, but the system root certificates will not. Do you want to
delete the selected certificate(s)?

N L
No
Consolel - [Console Root\Certificates (Local Computer]\Trusted Root Certification Authorities\Certificates] @E@
Fle Action View Favgrites Window Help =[x
| =ERRENENN 7|
7| Console Root Issued To Issued By Expiration Date  Intended Purposes “ || Actions
4 GG Certificates (Local Computer) || (—157p ¢ perTrust Global Root  GTE CyberTrust Global Root 8/13/2018 Secure Email, Clier || Certificates -
1 Personal . Gl hittp: /www.valicert.com/ hittp:/ Fuww valicert.com/ 6/25/2019 Secure Email, Serv: More Actions N
4[] Trusted Root Certification Au '
e Gilhttp:/wwwvalicert.com/ itp:/fwww.valicert.com/ 6/25/2019 Secure Email, Serw
erificates
- ilMicrosoft Authenticodeitm) Ro... Microsoft Authenticode(tm) Root... 12/31/1999 Secure Email, Cod:

| Enterprise Trust

| Intermediate Certification Ad
~| Trusted Publishers

~| Untrusted Certificates

“| Third-Party Root Certificatiol
| Trusted People

“| Other People

“| Srnart Card Trusted Roots

EIMicrosoft Root Authority

IMicrosoft Root Certificate Auth...
53l Network Solutions Certificate A...
[5INO LIABILITY ACCEPTED, ()97 ...
[l Secure Server Certification Auth...

ColSecureTrust CA

CqlStarfield Class 2 Certification A..
ElStartCom Certification Autherity
[l Thawte Premium Server CA
[Sthawte Primary Root CA

I Thawte Server CA

Microsoft Root Authority

Microsoft Root Certificate Authori...
Network Solutions Certificate Aut...
NO LIABILITY ACCEPTED, ()97 V...

Secure Server Certification Author...

SecureTrust CA

Starfield Class 2 Certification Auth...

StartCom Certification Autherity
Thawte Premium Server CA
thawte Primary Root CA
Thawte Server CA

/3172029
1/7/2004
1/7/2010
12/31/2029
6/29/2034
9/17/2036
12/31/2020
7/16/2036
12/31/2020

<All>

<All>

Server Authenticat
Time Stamping
Server Authenticat
Server Authenticat
Server Authenticat,
Server Authenticat,
Server Authenticat,
Server Authenticat,

Server Authenticat

4. The Microsoft Management Console message will appear. Click No to complete the
uninstallation of the Development Treasury Root Certificate.

Microsoft Management Conscle

S5

l . Save console settings to Consolel?
N

J |

Cancel
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